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Session Overview

 Statistics Update

 Training Employees to Properly Handle Data

 Managing Risk

 What to Do When a Breach Occurs

 How to Manage the Weak Links



Statistics



Data Breaches



Data Breaches



Data Breaches



Data Breaches



Training Employees 
To Properly Handle Data





Social Engineering



JUST SAY NO!



Managing Risk
Responsibility for Cyber 

Security Resides with Us!





1. Has your organization defined and prioritized 
your most valuable information assets?



Where is your data?



2. Has your organization developed a cross-

functional cybersecurity risk advisory committee?



3. Have you performed vulnerability and 

penetration tests on the organization’s network 

within the past year?



4. Does your organization provide annual or more 

frequent cybersecurity education and training 

to your employees?



5. Does your organization have an incident 

response plan in place?



Do you have an incident response plan?





6. Is your current budget for information security 

hardware, software, and services more than 

10% of your overall IT budget?



7. Is your organization’s network monitored 24/7/365 via 

a Security Operations Center?



8. Do you have a policy for patching?



9. Do you require multi-factor authentication? 



What can we do?



10. Do you regularly evaluate your cybersecurity 

risk management program and the 

effectiveness of its controls?



Third Party Service Providers



SOC for Cybersecurity
What it covers

- Cyber controls as described by an organization’s 
enterprise-wide cyber risk management program.

Report Components

- A description of the entity’s cyber risk management 
program.

- Opinion on the effectiveness of controls within the 
program to achieve the entity’s cybersecurity objectives. 
(Security, Availability, Confidentiality) 



SOC for Cybersecurity, Cont.

Intended Usage

- General use – management and board 

members, analysts, investors, clients/prospects, 

business partners and industry regulators.

Distribution

- Unrestricted



Explore Cyber Liability Insurance

Understand what your general business 
insurance policy does and does not cover.

Cyber liability insurance helps mitigate the 
administrative, technological and legal costs 
of a data breach.

Can help provide experienced attorneys, 
forensic experts and public relations 
professionals?



What to do When a 

Breach Occurs!





Contact the Authorities!



How to Manage the 

Weak Links!





Training! Training! Training!



Are you Cyber Secure?



Good Luck!
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