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Session Overview
> Statistics Update

> Training Employees to Properly Handle Data
» Managing Risk
» What to Do When a Breach Occurs

» How to Manage the Weak Links
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Statistics

Sobering statistics

5%+

$500B

&

total potential cost

Qw

petwork intrusions

The frequency and sophistication of cybersecurity attacks are escalating
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Data Breaches

DATA RECORDS LOST OR STOLEN SINCE 2013

9. 053 156 308

4

ON LY of breaches were where and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND

Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Data Breaches

DATA RECORDS COMPROMISED IN FIRST HALF OF 2017
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records lost or stolen 11

every day
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LESS THAN 3) */o of breaches were “Secure Breaches

Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Data Breaches

Number of Breach Incidents by Type Number of Breach Incidents by Source

7‘% 74% TOTAL INCIDENTS
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ential Unknown Sponsored

1 INCIDENT

0
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Nuisance Data

12 INCIDENTS 52 INCIDENTS

1 INCIDENT

Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Data Breaches

Number of Breaches Incidents by Industry
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Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Training Employees
To Properly Handle Dato
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Social Engineering

Social Engineering Attack

Because There Is No
Patch To Human
Stupidity

‘I'I‘ HoganTaylor..



JUST SAY NO!

1‘.‘ HoganTaylor..



Managing Risk
Responsibility for Cyber
Security Resides with Us!
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CYBERSECURITY

QUESTIONS
TO CONSIDER

1. Has your organization defined and prioritized
your most valuable information assetse
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Where is your data?
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CYBERSECURITY

QUESTIONS
TO CONSIDER

2. Has your organization developed a cross-
functional cybersecurity risk advisory committeee
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CYBERSECURITY

QUESTIONS
TO CONSIDER

3. Have you performed vulnerability and
penetration tests on the organization’s network

within the past yeare
l‘|‘ Loganlo or
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CYBERSECURITY

QUESTIONS
TO CONSIDER

4. Does your organization provide annual or more
frequent cybersecurity education and fraining

to your employeese
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CYBERSECURITY

1 QUESTIONS
TO CONSIDER

5. Does your organization have an incident
response plan in place?
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Do you have an incident response plan?

-
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NIST st o

Revision 2
National Institute of
Standords and Technology

U.S. Department of Commerce

Computer Security
Incident Handling Guide

Recommendations of the National Institute
of Standards and Technology

Paul Cichonski
Tom Millar

Tim Grance
Karen Scarfone

hup//dx.dor.org/ 10,6028 NIST.SP 800-61r2
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CYBERSECURITY

QUESTIONS
TO CONSIDER

6. Is your current budget for information security
hardware, software, and services more than

10% of your overall IT budgete
l‘|‘ Loganlo or




CYBERSECURITY

QUESTIONS
TO CONSIDER

/7. Is your organization’s network monitored 24/7/365 via
a Security Operations Centere
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CYBERSECURITY

1 QUESTIONS
TO CONSIDER

8. Do you have a policy for patchinge




CYBERSECURITY

1 QUESTIONS
TO CONSIDER

9. Do you require multi-factor authenticatione




What can we do?

How Hackable Is Your Password?

The length and strength of your password can make a huge difference in how long it takes for hackers

to crack the code!

2 Minutes

If you have an all lowercase 5-
character password, a hacker
can feast on your personal data
by the time you get your drive-
thru order

10 Minutes

L

Do you have a 5-character password
with all lowercase letters and
numbers? A hacker can crack it before
you and Spike make it around the
block.

Hackers are in incredibly flexible, even
without exercise. In the hour you spend
doing yoga, they can crack a 5-character
password with upper and lowercase
letters.

17 Years +

Longer. stronger passwords put hackers
in a time- out. An 8-character password
that uses upper and lowercase letters
and symbols takes longer to crack

than raising a child
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CYBERSECURITY

QUESTIONS
TO CONSIDER

10. Do you regularly evaluate your cybersecurity
risk management program and the
effectiveness of its controls?

‘I'l‘ HoganTaylor..




Third Party Service Providers
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SOC for Cybersecurity

What it covers

- Cyber controls as described by an organization’s
enterprise-wide cyber risk management program.

Report Components

- A description of the entity’s cyber risk management
program.

- Opinion on the effectiveness of controls within the
program to achieve the entity’'s cybersecurity objectives.
(Security, Availability, Confidentiality)
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SOC for Cybersecurity, Cont.

Infended Usage

- General use — management and boara
members, analysts, investors, clients/prospects,
business partners and industry regulators.

Distribution
- Unrestricted
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Explore Cyber Liability Insurance

Understand what your general business
insurance policy does and does not cover.

Cyber liability insurance helps mitigate the
administrative, technological and legal costs
of a data breach.

Can help provide experienced attorneys,
forensic experts and public relations
professionals?
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What to do When a
Breach Occurs!




Incident Management - Follow Your Plan

e Detection

L
2
* Response
p Containment
e . Detection & Eradication Post-Incident
> M lnganon Preparation Analysis & Recovery Activity

* Reporting
* Recovery

* Remediation & Reporting

& Lessons learned Graphic Courtesy of NIST
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Contact the Authorities!
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How to Manage the
Weak Links!
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Training! Training! Train




SECURE




Good Luck!

IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES
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Questions / Contact Information

Cody Griffin
(501) 227-4343
cariffin@hogantaylor.com

www.hogantaylor.com
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