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BIO

Coby GRIFFIN, CPA, CITP, CISA

IT ADVISORY & RISK ASSURANCE PARTNER

Cody began his career in the risk assurance and advisory practice of
PricewaterhouseCoopers and joined HoganTaylor in 2013. He is a CPA,
CITP and CISA with over 14 years of experience in both public and private
industry. Cody's industry experience includes information technology,
telecommunications, retail, financial institutions, energy, higher
education and transportation. His areas of practice include Sarbanes-
Oxley (SOX) Section 404, IT audit, business process reviews, service
organization control audits (SSAE 16), Fraud reviews, agreed upon
procedures, internal audit assurance services and compliance audits.
Cody leads firm in providing "Attack & Penetration" services, which
assists HoganTaylor clients in identifying vulnerabilities in their IT
infrastructure. Cody graduated from Oklahoma State University with a
B.S. in Accounting and received his M.B.A. from Texas Tech University in
Management Information Systems.
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Session Overview

> |IT Security Risks

> Network Attacks
> Recent Attacks / Data Breaches
> Cost of a Data Breach

» Social Engineering

> Cybersecurity and Employee Benefit Plans
» (Choosing and Monitoring Service Providers
» Protecting Data
» Staying Up-to-Date on Industry Standards
» Cyber Liability Insurance
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Statistics

Sobering statistics

5%+

$500B

&

total potential cost

Qw

petwork intrusions

The frequency and sophistication of cybersecurity attacks are escalating
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Data Breaches

DATA RECORDS LOST OR STOLEN SINCE 2013

9. 053 156 308

4

ON LY of breaches were where and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND

Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Data Breaches
DATA RECORDS COMPROMISED IN 2016
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Statistics presented are based on the Breach Level Index [breachlevelindex.com]




Data Breaches

DATA RECORDS COMPROMISED IN FIRST HALF OF 2017
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every day

a

LESS THAN 3) */o of breaches were “Secure Breaches

Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Data Breaches

Number of Breach Incidents by Type Number of Breach Incidents by Source

7‘% 74% TOTAL INCIDENTS
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0
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Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Social Engineering

Social Engineering Attack

Because There Is No
Patch To Human
Stupidity
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Ransomware
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Data Breaches

Number of Breaches Incidents by Industry
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Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Data Breaches

Breach by Region*

EUROPE

, 49 INCIDENTS
“1 United Kingdom - 40
Netherlands - 2 Malta - 2
Austria - 1 Italy - 1

| 47
Czech Republic-1 Norway - 1 3 % %
: | ASIA/PACIFIC
47 INCIDENTS

3 INCIDENTS Australia - 15 Hong Kong - 1
India - 15 Japan - 1

4 New Zealand -5  Malaysia - 1
Singapore - 3 Philippines - 1
: China - 2 Taiwan =1
— South Korea - 2
SOUTH AFRICA

0 INCIDENTS 4 INCIDENTS

South Africa - 2
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: = 5 Nigeria - 1
7 ] GLOBAL [ emomees ! .

NORTH AMERICA
808 INCIDENTS K MIDDLE EAST

United States - 781
Canada - 26
Mexico - 1

Statistics presented are based on the Breach Level Index [breachlevelindex.com]
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Data Breaches
Top 10 Biggest Data Breaches of All Time
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Data Breaches
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Network Attacks

Top Network Attacks in Q1 2017

Worm

Denial of Service

Browser

Brute Force

SSL

Malware

Others
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Data Breaches

Breach by Region*
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Data Breaches

NUMBER OF RECORDS BREACHED BY INDUSTRY
IN FIRST HALF OF 2017
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NUMBER OF BREACH INCIDENTS BY INDUSTRY OVER TIME
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Cost of a Data Breac

Figure 5. Per capita cost by industry classification
*Historical data are not avadable for all years
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Cyber Security and Employee Benefit Plans

« DOL has begun raising concerns

 Responsibility for cyber security resides with the Plan
administrator




Cyber Security and Employee
Benefit Plans

Choose
and
monitor
service
providers

Implement

procedures

to protect
data

Stay up to
date on
industry

best
practices

|
|
Explore
Cyber
Liability
Insurance
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Choosing new service providers and continuous monitoring

Questions How do you manage electronic data?- both in flight (being manipulated
or moved) and at rest (sitting in storage)

to ask
How do you secure the physical hardware storing the data?- including the
your
) facility, printers and portable hardware (laptops, tablets, smartphones)
service
provide r How do you manage your employees that interact with the data?- the

“Human Factor”

How do you monitor for suspicious activity?

How do you react to potential security breaches?

Note: Most of this information is covered in your service provider’s SOC1
report, which should be reviewed annually.
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What can | do as Plan Sponsor?

& TRAIN
©
(& 53)
SECURE
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L—/
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What can we do?

How Hackable Is Your Password?

The length and strength of your password can make a huge difference in how long it takes for hackers

to crack the code!

2 Minutes 10 Minutes

L

")

If you have an all lowercase 5- Do you have a 5-character password
character password. a hacker with all lowercase letters and

can feast on your personal data numbers? A hacker can crack it before
by the time you get your drive- you and Spike make it around the
thru order. block.

Hackers are in incredibly flexible, even
without exercise. In the hour you spend
doing yoga, they can crack a 5-character
password with upper and lowercase
letters.

17 Years +

Longer. stronger passwords put hackers
in a time- out. An 8-character password
that uses upper and lowercase letters
and symbols takes longer to crack

than raising a child

B0 RoboForm
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Cloud / Third-party Service Providers

PROTECTING YOUR DATA WHEREVER IT GOES

The top 4 places your files are at risk
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dore, an award-winning provider of information-centric security solutions, helps organizations achieve their security, prvacy and compliance
objectives through its innovative Information Rights Management software. Learn more at www,seclore.com
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What can | do as Plan Sponsor?

Implement  Use caution when handling participant information (social
procedures security numbers, dates of birth, email addresses, etc.)

to protect Limit access to participant’s online personally identifiable
data information to few individuals

Know your company’s cyber security policy

Appropriately destroy hard copies of documents
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What can | do as Plan Sponsor?

Stay up to Explore current legal and regulatory concerns
date on

industry _
best Understand the applicable state laws should there
oractices be a data breach

Attend seminars in person and on the web

Regularly review updates on the IRS and DOL
websites

Consider engaging an attorney with ERISA expertise
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What can | do as Plan Sponsor?

Explore
cyber
liability
insurance

Understand what your general business
insurance policy does and does not cover

Cyber liability insurance helps mitigate the
administrative, technological and legal costs
of a data breach

Can help provide the Plan with experienced
attorneys, forensic experts and public
relations professionals
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Good Luck!

IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES
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Questions / Contact Information

Cody Griffin
(501) 227-4343
cariffin@hogantaylor.com

www.hogantaylor.com
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