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Cost of a Data Breach

IBM / Ponemon Institute 2017



Cyber Security and Employee Benefit Plans

• DOL has begun raising concerns

• Responsibility for cyber security resides with the Plan 

administrator
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Choosing new service providers and continuous monitoring

Questions 
to ask 
your 
service 
provider

How do you manage electronic data?- both in flight (being manipulated 
or moved) and at rest (sitting in storage)

How do you secure the physical hardware storing the data?- including the 
facility, printers and portable hardware (laptops, tablets, smartphones)

How do you manage your employees that interact with the data?- the 
“Human Factor”

How do you monitor for suspicious activity?

How do you react to potential security breaches?

Note:  Most of this information is covered in your service provider’s SOC1 
report, which should be reviewed annually.



What can I do as Plan Sponsor?



What can we do?



Cloud / Third-party Service Providers



What can I do as Plan Sponsor?

Implement 
procedures 
to protect 
data

Use caution when handling participant information (social 
security numbers, dates of birth, email addresses, etc.)

Limit access to participant’s online personally identifiable 
information to few individuals 

Know your company’s cyber security policy

Appropriately destroy hard copies of documents



What can I do as Plan Sponsor?

Stay up to 
date on 
industry 
best 
practices

Explore current legal and regulatory concerns

Understand the applicable state laws should there 
be  a data breach

Attend seminars in person and on the web

Regularly review updates on the IRS and DOL 
websites

Consider engaging an attorney with ERISA expertise



What can I do as Plan Sponsor?

Explore 
cyber 
liability 
insurance

Understand what your general business 
insurance policy does and does not cover

Cyber liability insurance helps mitigate the 
administrative, technological and legal costs 
of a data breach

Can help provide the Plan with experienced 
attorneys, forensic experts and public 
relations professionals



Good Luck!
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