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Agenda
2020 Security Year in Review

Identifying the increased Threat Landscape

DOL-EMBSA Cybersecurity Program Best Practices

DOL-EMBSA Tips for Hiring A Service Provider

DOL-EMBSA Online Security Tips

Review of Assessment tools

Wrap-up and Questions



2020 Security Year in Review

ANALYZED A RECORD 
157,525 INCIDENTS

32,002 MET 
VERIZON’S QUALITY 
STANDARDS

3,950 CONFIRMED 
DATA BREACHES



DBIR Summary of Findings



Financial and Insurance Industry Breakdown
1,509 incidents, 448 with confirmed data disclosure

Threat Actors: External (64%), Internal (35%), Partner 

(2%), Multiple (1%)

Actor Motives: Financial (91%), Espionage (3%), 

Grudge (3%)



Cyber Risk Rising While Working Remote

FBI, FTC, 

Homeland 

Defense all have 

published 

advisories on 

COVID-19 themed 

attacks

Electronic storefronts, 

phone, email systems 

most businesses only 

way to serve customers

Weak cash flow 

positions for many firms 

will magnify a cyber 

event’s impact

Distributed 

infrastructure may 

lengthen detecting, 

response, recover 

times

Attack surface rapidly 

expanded with work 

from home / remote 

connections in support 

of social distancing

IT staffs are spread thin

IT staffs are supporting 

users with weaker skills 

and inadequate tools

Bad actors using 

COVID-19 themed 

attacks to conduct 

BEC, ransomware, 

Denial of Service

Risk will be 

elevated 

throughout the 

pandemic 
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Attack Surfaces Greatly Expanded, Quickly

8



Cybersecurity Best Practices



Tips for Hiring a Service Provider



Online Security Tips



DIY Security Assessment Walk Through
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https://info.hogantaylor.com/diy-security-materials



Questions?

I N F O R M A T I O N A L P U R P O S E O N L Y . T H I S C O N T E N T I S F O R I N F O R M A T I O N A L P U R P O S E S O N L Y . T H I S C O N T E N T D O E S N O T C O N S T I T U T E P R O F E S S I O N A L A D V I C E A N D
S H O U L D N O T B E R E L I E D U P O N B Y Y O U O R A N Y T H I R D P A R T Y , I N C L U D I N G T O O P E R A T E O R P R O M O T E Y O U R B U S I N E S S , S E C U R E F I N A N C I N G O R C A P I T A L I N A N Y
F O R M , O B T A I N A N Y R E G U L A T O R Y O R G O V E R N M E N T A L A P P R O V A L S , O R O T H E R W I S E B E U S E D I N C O N N E C T I O N W I T H P R O C U R I N G S E R V I C E S O R O T H E R B E N E F I T S
F R O M A N Y E N T I T Y . B E F O R E M A K I N G A N Y D E C I S I O N O R T A K I N G A N Y A C T I O N , Y O U S H O U L D C O N S U L T W I T H P R O F E S S I O N A L A D V I S O R S .
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